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Abstract. Introduction of security in Wireless LANs had always created 
degradation in performance - depending in part upon the options chosen for 
encryption, authentication, re-keying and digital certificates. The finalisation of 
IEEE 802.11i (WPA2) along with its implementation in new hardware 
platforms has significantly altered such performance characteristics. This paper 
describes the performance analysis of IEEE 802.11i and compares the results 
with studies based on WEP and WPA. This research shows that while there are 
statistically significant differences between the security options, they are small 
enough to be ignored in practice. This paper provides an analysis which will 
assist in secure wireless network design which meets specific performance 
criteria. 
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1 Introduction 

Wireless networks have increased in use dramatically over recent years. Mobility and 
the freedom to connect without fixed network connections have contributed to its 
popularity. However, wireless networks are inherently more vulnerable to attack than 
wired networks. Where a wired network needs to have its lines tapped, or direct 
physical access to the hub or switch to have its security compromised, a wireless 
network broadcasts over the open airwaves. Anyone within transmission range can 
receive this signal. 
 Because of this inherent vulnerability, a comprehensive security standard, IEEE 
802.11i was developed [1, 2, 3]. Wireless network security encompasses three main 
security architectures: WEP, WPA and WPA2. These are outlined in section 2. As 
wireless security evolves, so too has the hardware platforms used to implement it. 
 This paper investigates the effects of the WPA2 security specification on the 
performance (throughput, latency and errors) of wireless networks and compares this 
performance with the existing WEP and WPA architectures. It builds on previous 
work carried out in [4] and [5] by including the full WPA and WPA2 specifications. 



2 Wireless LAN Security Architectures 

2.1 The Evolution of WLAN Security 

Wired Equivalent Privacy (WEP) was intended to make a wireless connection as 
secure as an unsecured wired network [1]. WEP attempts to bring confidentiality, 
access control and data integrity to a wireless connection. Unfortunately, WEP is 
flawed in each of these security aspects, and these are well published [2]. 
 The problems in WEP led to the creation of the 802.11i standard [3]. The 
802.11i standard seeks to address all of the security issues concerning wireless LANs 
and is split into three main parts: Temporal Key Integrity Protocol (TKIP) and 
Counter Mode with CBC-MAC Protocol (CCMP) both offer confidentiality and data 
integrity, and IEEE 802.1x provides authentication. TKIP is designed for legacy 
devices and hardware that can only support WEP, while CCMP is a more advanced, 
robust protocol designed for all new devices. Either of these can be combined with 
802.1x authentication; when 802.1x is combined with TKIP, it is known as WPA, and 
when 802.1x is combined with CCMP, it is known as WPA2. Wi-Fi Protected Access 
(WPA) was introduced in October 2003 as an interim solution, to immediately 
address the security flaws in WEP while the 802.11i standard was still under 
development. In order to effectively secure wireless LANs, WPA needed to work on 
existing hardware and infrastructure, and uses TKIP to achieve this.  
 802.11i has two modes of operation in terms of authentication: IEEE 802.1x and 
Pre-Shared Key (PSK). IEEE 802.1x authentication (also known as WPA Enterprise 
mode) is aimed at corporations with existing authentication infrastructure in place, 
such as RADIUS. Under the PSK method (also known as WPA Personal mode), a key 
is manually entered into each device on the wireless network. WPA under PSK 
authentication is designed for small office/home office (SOHO) wireless networks 
that do not have authentication servers, but still require the security benefits that WPA 
has over WEP.  
 Wi-Fi Protected Access 2 (WPA2) was designed from scratch and represents the 
complete implementation of the 802.11i standard. WPA2 uses the Counter Mode with 
CBC-MAC Protocol (CCMP) instead of TKIP and is required for devices claiming 
Robust Security Network (RSN) compliance. The Advanced Encryption Standard 
(AES) algorithm is used (instead of WPA’s RC4) for both encryption (in Counter 
Mode (CTR)) and data integrity (CBC-MAC). WPA2 can use the IEEE 802.1x 
authentication framework (for WPA2 Enterprise mode), or PSK (for WPA2 Personal 
mode) in the same way as WPA to perform authentication. These wireless network 
security methods are summarised in Table 1. 



Table 1. Summary of wireless network security methods (adapted from [9]). 

 
2.2 Related Work 

Wong [4] investigated the effects of Virtual Private Network (VPN) and IEEE 802.1x 
security frameworks on network performance. The general pattern found was that the 
stronger the security level, the lower the network performance. While VPN offered 
end to end security (compared to 802.1x, which provided client to access point 
security only), it was more complex to implement and had a greater impact on 
performance than 802.1x did.  
 Baghaei [5] extended this research by evaluating the effects of packet length on 
the network throughput with different security architectures. This study showed that 
WEP encryption significantly reduced network performance when the network was 
congested. 
 No previous research has analysed the effects of the IEEE 802.11i (WPA and 
WPA2) security specifications on network performance. This study builds on Wong's 
and Baghaei's research by focusing on the effects of this specification. 

3 Experimental Design 

3.1 Security Levels 

The following seven security levels were used to test the performance of the wireless 
network testbed. Each level represents a newer, more complex degree of security than 
the one before. The evolution of these security methods were described in section 2.1. 
The security layers defined are: 
 
1. No Security 

2. WEP shared key authentication and 40 bit encryption 

802.11i Methods   
WEP WPA WPA2 

Security Protocol WEP TKIP CCMP 
Cipher RC4 RC4 AES 

Key Length 40 or 104 bits 128 bits encryption, 64 bits 
authentication 

128 bits 

Key Life 24 bit IV 48 bit IV 
Key Generation Concatenation Two phase mixing function Not needed 

Data Integrity CRC-32 Michael CBC-MAC 
Header Integrity None Michael CBC-MAC 

Replay Protection None Packet Number 
Key Management None EAP-based 

Authentication Open or Shared Key 802.1x or Pre-Shared Key (PSK) 



3. WEP shared key authentication and 104 bit encryption 

4. WPA with PSK authentication and RC4 encryption 

5. WPA with EAP-TLS authentication and RC4 encryption 

6. WPA2 with PSK authentication and AES encryption 

7. WPA2 with EAP-TLS authentication and AES encryption 
 
The first layer (No Security) was tested as a base case in order to ascertain whether 
the different security layers reduce throughput by adding overhead. 

3.2 Network Measurement Methodology 

This project's main aim is to ascertain the extent to which the security architectures 
reduce throughput in a wireless LAN. Two clients and a server were configured as 
illustrated in Figure 2. A traffic generator (IPTraffic1) was used to generate traffic on 
Client2 to send to Client1. Section 3.4 describes this setup in more detail. Each test 
was performed at each of the security layers.  
 The first set of experiments were synthetic benchmarks. IPTraffic was 
configured as described in Section 3.3. This test recorded the throughput of Client2 
sending to Client1. 
 

 
Figure 2: The topology used to perform the experiments.  

 
 The second set of experiments were similar to the first set. These experiments 
consisted of Client2 downloading an 11.2MB video file from Client1 via FTP. Client1 
was running Cerberus FTP server (http://www.cerberusftp.com). While synthetic 
benchmarks are useful as they test only a specific aspect (in this case network 
throughput) and enable full control over the characteristics of the traffic, they are not 
representative of ‘real world’ applications. File transfer is a popular network 
application, and this test gave insight into one aspect of ‘real world’ throughput and 
whether the security layers affected it.  

3.3 Traffic Generator Configuration 

IPTraffic was the traffic generator used in this study and was configured as follows: 
• Total Number of Packets sent to Client1 per synthetic test: 20,000.  
• Traffic Protocol: TCP and UDP. 
• TCP Window: 8192 bytes (default for Windows XP). 

                                                           
1 http://www.zti-telecom.com/pages/iptraffic-test-measure.htm 



• Packet Payloads: Synthetic throughput tests; 6 and 1460 bytes for TCP, 1472 
bytes for UDP. A 6 byte payload for TCP was the minimum that IPTraffic could 
support, and represents header only TCP acknowledgement packets. A payload of 
1460 and 1472 bytes correspond to the maximum payload of TCP and UDP 
respectively. Synthetic latency and error tests: 1460 bytes for both TCP and UDP. 
Since throughput was not being measured, the payload was kept constant to limit 
any effects it may have on latency and error rates. 

 
While the tool used was able to test with duplex connections (where both clients send 
to each other), for the scope of this project, each connection was configured to send in 
one direction only. Results were analysed using ANOVA at the 95% confidence 
interval. 

3.4 Experimental Network Testbed 

The server was running Microsoft Windows Server 2003 Enterprise Edition with 
Service Pack 1. This server operated as a RADIUS server via Microsoft's Internet 
Authentication Service. Both clients were running Windows XP Professional with 
Service Pack 2. 
 A Cisco Aironet 1130AG series access point, connected to the server via a 
100Mbps Ethernet connection, operated in the 802.11a 5GHz 54Mbps mode. The 
5GHz frequency range is less crowded than the 2.4GHz range (for example some 
cordless phones and Bluetooth devices use this range) and is therefore less susceptible 
to interference. Noise generated by other devices also tend to affect 2.4GHz 
frequencies more than 5GHz frequencies. The Cisco 1130AG has hardware 
acceleration for both AES and TKIP.  
 As all of the wireless network devices used in the experiment were Cisco based, 
vendor interoperability problems were avoided. The wireless network adapters in the 
two clients were based on the Atheros AR5212 and AR5112 chipsets which, like the 
access point, has hardware accelerated encryption2. These configurations are 
summarised in Figure 2. None of the computers were running any processes which 
could affect processor or network utilisation. 
 As the access point and the server were the only devices directly connected to 
each other, the network was isolated from other LANs. A scanning utility verified 
there were no other wireless networks close enough to be a direct source of 
interference. All of the hardware was in a single room to ensure that walls and other 
obstacles would not be a factor in the measurements. All hardware locations were 
kept the same for each experiment, and no hardware was moved during the running of 
the experiments. Antennas were positioned no closer than 1.5m to each other since [6] 
states some wireless products have low data rates at very close ranges, as they restrict 
signals that are too strong.  

                                                           
2 http://www.atheros.com/pt/AR5002XBulletin.htm 



4 Performance of Security Architectures 

While the focus here is on the performance of the 802.11i security specification, 
comparisons are also made with previous studies ([4] and [5]). While several 
experiments were performed, only the results from the 1460 byte TCP synthetic 
transfer and FTP transfer will be included, as these can be directly comparable to 
results found in [4] and [5]. 
 In the first set of synthetic benchmarks, Client2 was configured to send data as 
fast as possible to Client1. Figure 3a shows the mean throughput for each of the 
security levels defined in section 3.1. The differences are statistically significant (F6,24 
= 11.09, p < 0.01). While statistically significant, in practical terms, the difference is 
not large; across all security levels, the mean throughput is 8.12Mbps3 (s.d. 0.26). A 
standard deviation of 0.26Mbps corresponds to approximately 33.28KB/s. This 
variance is not large when considering the mean is 8.12Mbps, which corresponds to 
1015KB/s. This variance is also typical of a wired Ethernet LAN [7].  
 These results are reproduced in the second experiment, the FTP transfer (Figure 
4a), where Client2 downloaded an 11.2 MB file from Client1. There are no 
statistically significant differences between the security levels (F6,24 = 2.00, p = 0.11). 
The mean throughput across all security levels is 9.73Mbps (s.d. 0.29). 
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  Figure 3a (results from this study) Figure 3b (results from [5]) 

Figure 3: Throughput with a synthetic TCP payload. 
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 Figure 4a (results from this study) Figure 4b (results from [4]) 

Figure 4: Throughput with the FTP file transfer. 
                                                           
3 Mbps = megabits per second, KB/s = kilobytes per second. 



4.3 Discussion 

These experiments show that wireless network throughput is largely unaffected when 
the various security levels are applied. This is in stark contrast to findings in [4] and 
[5], where throughput fell as more complex security was introduced. The differences 
between the security levels are statistically different in the synthetic TCP transfer 
(Figure 3a). These differences are not considered realistically significant, and the fact 
that there are no statistically significant differences found between the security levels 
in the FTP transfer (Figure 4a) is a further indication that any statistical differences 
between the security levels is not of practical significance. 
 As [5] identified, the implementation of the security specification has a large 
impact on the throughput performance. In [5], the wireless LAN client adapters 
performed the encryption and decryption in the firmware (this was dictated by the 
current WEP implementations of the time) while in this study, these functions were 
implemented in the hardware. This explains the minimal performance degradation 
when security is used in this study.  
 In terms of authentication type, both [4] and [5] found that the 802.1x 
authentication methods resulted in a large performance degradation. This is clearly 
not the case here; as stated previously, the security levels have little real effect on the 
throughput. Overall, the EAP-TLS security methods have similar throughputs to the 
other security levels, and in the FTP instance, cannot even be statistically 
differentiated from the other levels. However, these experiments were performed with 
dynamic rekeying disabled and this must be taken into consideration. It is expected 
that as the re-authentication and dynamic rekeying frequency increases during a 
session, the performance will decrease, due to the additional overhead. 
 These results show that it is now possible to implement a wireless network with 
robust security measures in place, without any real compromise in performance. 

4.4 Limitations 

One limitation is that the clients used to send and receive were not of uniform 
hardware specification; ensuring the clients were of uniform hardware specification 
would guarantee that the throughput was independent of client hardware 
specifications. 
 These results are also only representative of an ideal base case infrastructure 
mode set up. Radio and physical interference will have an effect on the performance. 
The type of client adapter and access point will also have an effect on the throughput, 
as detailed in [8]. 

5 Conclusions 

This research aimed to discover the effects of the 802.11i security specification on 
wireless network performance, and compare it to existing security configurations. 
 The results show that while there are statistically significant differences between 
the security levels in some situations, it is unlikely that these small differences will 



matter in practice. The differences are so small that under some conditions, the 
various security levels cannot even be statistically differentiated. All of the security 
levels, ranging from No Security to WPA2-EAP-TLS had realistically similar 
throughput, latency and error rates under all transfers. 
 The results also indicate that the WLAN client adapters and access point have an 
effect on the performance. Both the client adapters and access point used in this study 
had hardware accelerated encryption and decryption, resulting in minimal network 
performance degradation when more complex security was employed. 
 Future work could investigate the effects on throughput with more than two 
clients, as well as enabling re-authentication and dynamic rekeying. Other 802.1x 
authentication methods could also be used in combination with this, in order to 
discover how the re-authentication frequency and number of clients affects network 
performance. Performing these tests with different hardware as well as software or 
network applications will also provide further insights into the effects of the security 
levels on wireless network performance. The finalisation of IEEE 802.11e (Quality of 
Service) in November 2005 is a valuable step. The combination of a range of security 
options in conjunction with QoS traffic engineering is a further area of research. 
 This research shows that it is possible to establish a wireless network with robust 
security, without any noticeable compromise in performance. Using modern hardware 
with hardware accelerated security features, there is no reason to use anything less 
than the complete WPA2 security specification with AES/CCMP encryption. 
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