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Abstract. Data security is an important consideration for technology manager. 
Various encryption methods have been introduced and are widely deployed for 
protecting sensitive information. Every encryption method is based on an algo-
rithm and no matter how complicated the algorithm is it is always susceptible 
to brute force attack since it follows the same monotonous procedure. This pa-
per attempts to introduce a randomness function in the selection of encryption 
algorithms. We propose an integrated Giant algorithm composed of various 
algorithms which are selected by a secret key. We have also introduced the 
concept of an algorithm bank and defined Hybrid and Multilevel permutation 
encryption schemes.  
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1. Introduction 

In the present computer era, security has become a prerequisite for communicating 
and storing sensitive information. To provide this security various cryptosystems have 
been defined [1]. Algorithms for encryption (no matter how complicated they are), are 
monotonous in nature. It is this monotony that makes them susceptible to crypto-
graphic attacks. By introducing randomness in the selection and usage of algorithms, 
it is possible to build more secure cryptosystem [2]. This scheme has an advantage 
over introducing randomness only in secret keys, as the hacker will not only have to 
guess the correct key but also the correct algorithm, whose permutation steps are de-
cided at the real time. In other words, the secret key used for encryption is also used 
to decide the sequence of the encryption algorithms. Hence, for each key there is a 
unique sequence of encryption algorithms that cannot be generalised [3].  

2. Proposed Model  

Figure 1 depicts the proposed model and shows the message flow for encrypting a 
plain text message. We have extended the generic cryptosystem model to introduce a 
new entity, Algorithm Bank, described in section 2.2. 



2.1 Message Flow 

 
Figure 1: Proposed Model. Message flow to for encryption of a plain text message using an 

algorithm and a key 
 

To encrypt a message (figure 1), a key is used to generate a sequence of algorithms 
from the Algorithm bank (2). The generated algorithm sequence (3) could be applied 
to individual blocks of message (liner block-wise permutation) or a set of algorithms 
either applied in a sequential pattern (multilevel permutation) or in a hybrid permuta-
tion scheme where different block of data are encrypted by different sets of algo-
rithms, described in detail in section 4.1. 

The key used for generating the algorithm sequence is used as the secret key (k) for 
encryption process (4). The generated cipher text is then transmitted through an inse-
cure channel (5) and decrypted at the receiving end (6). 

2.2 Algorithm Bank and Transformation Function 

An algorithm bank is a collection of encryption algorithms. There are separate 
banks for encryption algorithms and their corresponding decryption algorithms. Each 
algorithm has a same fixed length Unique Identification Key (UIK). For encryption, 
when the secret key (k) is entered, a function fK2A(k) transforms the secret key k to a 
number string of variable length, which may be more, less or the same size as that of 
the original key.  

This number string corresponds to the order in which the algorithms are applied for 
encryption. For example: for an algorithm bank of 10 algorithms indexed from 0-9 
(figure 3) if the key entered is 123579 and fK2A(k) = 2k, then we have a number string 
247158 and algorithms indexed as 2, 4, 7, 1, 5 and 8 are selected for encryption 
through one of the three permutation methods suggested in section 4.2  

At the decryption end the same secret key and the same fK2A(k) is used to generate 
the number string and then decryption algorithms are applied in the reverse order. 

3. Proposed Architecture 

Figure 2 discusses our proposed architecture. The algorithm engine consists of pri-
marily the encryption and decryption modules, a scheduler and a random generator 
that has the transformation function of secret key to number string. 



 

 
Figure 2: Proposed Architecture 

 

(i) Algorithm manager signals the Scheduler to select a transformation function, 
the mapping of algorithms to UIKs and a permutation scheme. 

(ii) Algorithm manager then sends this transformation function along with the se-
cret key to the Random Generator. 

(iii) Random Generator converts the secret key into a string of numbers and sends 
back to the Algorithm manager. 

(iv) Algorithm manager then initiates encryption through Encryption Module that 
uses algorithms selected by the Repository in the order decided by the Sched-
uler. 

(v) The encrypted message is then sent to the user B through network interface. 

4. Introducing degree of Randomness  

4.1 Function variation fK2A(k) 

Changing the parameters or even constants of the function fK2A(k) results in the 
change of the number string generated from the secret key k. Also the function 
fK2A(k) may be altered in such a way that it may even reduce the length of number 
string or keep it constant. It depends on the function fK2A(k) for which algorithms are 
used and with what frequency. 

4.2 Algorithm Permutations 

Different permutation schemes on encryption sequences have been proposed to fur-
ther enhance the security provided by the system. A Giant algorithm G consisting of n 
different algorithms is used. We may use three types of permutations: 
1. Linear Block-wise Permutation: The plaintext is divided into a number of blocks 

and any algorithm is applied to any block based on some rules decided by the se-
cret key.   

2. Multilevel Permutation: In this scheme, the algorithms are applied in nested fash-
ion, one after the other, on the same text message. The order of nesting is deter-



mined by the secret key and thus, the cascading of algorithms is dynamic and ran-
dom for each key. 

3. Hybrid Permutation: This approach is the hybrid of the two approaches discussed 
above. Here, for each of the n blocks of the plain text, all the selected algorithms 
are applied but in different sequences of the possible permutations. 

5. Prototype Implementation  

We have implemented a prototype system (figure 3) using 10 algorithms in the al-
gorithm bank. The function fK2A(k) = 3k was used for the sake of simplicity. The file 
with the plaintext as shown below was encrypted using an 8 digit secret key.  

 

 
Figure 3: Prototype Implementation 

6. Conclusion 

In this paper, we have introduced the concept of a randomly permutated Giant al-
gorithm which is composed of various algorithms selected by a secret key which is 
also used for encryption. We have also proposed a new model, introducing compo-
nents as Algorithm bank and transformation functions and defined different permuta-
tion encryption schemes to improve the overall randomness in the proposed system. 
Further, we have also proposed the architecture for the model and designed a proto-
type implementation. 
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