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Abstract. One dimension of Internet security is Web application security.  The 
purpose of this Design-science study is to design, build and evaluate a 
computer-based tool to support security vulnerability and risk assessment in the 
early stages of Web application design.  The tool will facilitate risk assessment 
by managers and will help developers discover vulnerability in system 
requirements by providing a means for calculating potential losses and 
graphically visualizing risk levels of different system components.  This 
represents a proactive approach to building in Web application security at the 
requirements stage as opposed to the more common reactive approach of 
putting countermeasures in place after an attack and loss have been incurred. 
The primary contribution of the proposed tool is its ability to make known 
security-related information (e.g. threat trees, countermeasures) more accessible 
to developers and to translate lack of security measures into potential dollar 
losses for managers so they can prioritize security spending.   

Keywords: Internet security, Web application security, security evaluation, 
threat trees, risk assessment. 

1   Introduction 

Deloitte Touche Tohmatsu surveyed the top financial institutions around the world 
finding 78% had experienced external attacks [4]. In the Asia-Pacific region, 
excluding Japan, 100 percent of those surveyed reported attacks in 2006 while only 
16 percent did so in 2005. This indicates significant growth in Web application 
security problems despite the existence of countermeasures to prevent or reduce the 
impact of these attacks. Unfortunately, organizations may not implement known 
countermeasures because they are not aware of them or think they are too costly. As a 
result the current practice is mostly a reactive one, where organizations spend on 
security only after attacks and losses have been incurred. 

In contrast to this predominantly reactive practice of detecting and correcting 
security problems, this project takes a proactive approach. The IT community knows 
about countermeasures, security patterns, attack patterns and existing vulnerabilities 
but people are still developing Web applications which are not secure.  To mitigate 
this problem, there is a need to make this information more accessible to developers 
and to provide realistic ways to assess potential losses so managers can justify 
spending on security. The history of software development has taught us that finding 



and fixing a software problem after delivery can be 100 times more expensive than 
finding and fixing it during the requirements and design phases [1]. The same 
principles can be applied to security in Web applications.  

Gathering and interpreting available data about vulnerabilities can be an onerous 
task, taking a considerable amount of a developer's or analyst's time. The old proverb, 
“a picture is worth a thousand words”, implies humans may absorb complex 
information more readily from pictures than from volumes of text. Visual 
representations of complex relationships amongst software system components, their 
vulnerabilities, threats based on these vulnerabilities, and the magnitude of potential 
losses can quickly pinpoint areas of major concern, facilitating security risk 
assessment. We still need accurate and reliable products to calculate security 
quantitatively in order to assess where to improve security [9]. Security should not be 
treated as an add-on feature, it should be considered early on as a key system 
requirement. In order to help developers and managers effectively utilise existing 
knowledge of threats, attacks, vulnerabilities and countermeasures and to translate 
this information into objective measures of risk for Web application projects, this 
research has two objectives: 
  
Objective 1: To design and prototype a tool for use by managers and developers for 
visualizing and evaluating security trade-offs and risks in alternative Web application 
designs. 
 
Objective 2:  To demonstrate the utility of the tool via evaluation in a real Web 
application development environment.  Utility will be measured in terms of user 
satisfaction with the tool’s ability to: 1) model relationships between assets, 
components, vulnerabilities, threats, countermeasures and risk, and 2) provide access 
to existing security knowledge.  

2  Background 

Security assessment is often associated with the concept of risk.  Risk can be 
viewed as a function of the likelihood that a threat will materialise, the level of 
vulnerability and the potential for loss of resources. Thinking about negative 
scenarios in these terms is an essential skill for a test engineer [3]. In this sense, a 
Web application designer should also think about requirements in terms of negative 
scenarios, that is, from a hacker’s point of view. Vulnerability, threats and attacks are 
relevant to software risk measurement [2]: 

• Vulnerability is a characteristic of the software that makes it possible for a 
threat to occur. 
• A threat is as an event which can have an undesirable effect on assets and 
resources. 
• An attack is an action by a malicious user that involves exploiting 
vulnerabilities in order to cause a threat to occur. 
Vulnerability and attacks are only of concern if they introduce the potential for 

threats that would involve significant resource loss [2]. If you increase any of these 
three variables, risk also increases. If you reduce them, it decreases.  Countermeasures 



in the context of Web applications are ways to eliminate vulnerabilities or reduce the 
impact of an attack.  

3   Methodology 

Figure 1 summarises the Design-science research approach [5] used in this study. 
Design-science research focuses on designing, building and evaluating an innovative 
IT artefact for a particular purpose [6].  This research began with a review of existing 
tools and risk assessment procedures to identify problems. Next an initial tentative 
design for a new tool to address these problems was proposed. The research is 
currently at step three, prototyping the tool (i.e. the artefact) in an iterative fashion in 
order to make improvements to the initial design. This iterative process involves 
several evaluations of the tool by security experts at a security company in New 
Zealand. Performance will be assessed in terms of usability and functionality. When 
performance is satisfactory, the study ends and conclusions are drawn resulting in 
implications for future work to extend the tool and for its use in practice.  

 

  
Fig. 1. Steps in the Iterative Design-science Research Process [11] 

4   Theory Base for Design 

Security-related knowledge should be accessible to developers and managers. The 
working tool will bring together existing knowledge about threat modelling, 
evaluation criteria (through threat trees) and a vulnerability database. Extensibility 
will be incorporated into the design of the tool to allow inclusion of other types of 
security knowledge in the future.  

The tool will calculate risk using Sahinoglu's (2005) model of a decision-tree 
illustrated in Fig. 2.  In this model [9], risk is defined as the possibility of a certain 
threat being realised by exploiting a particular vulnerability, resulting in a harmful 



impact on the system. The system will calculate loss from the lack of 
countermeasures (LCMi) using probabilities for vulnerabilities (Vi), threats (Ti), and 
countermeasures (CMi) as input. Every event or object that can reduce risk to the 
system can be defined as a countermeasure (CM). For example, an action, a device, or 
a procedure can be represented as a CM. When the CM is applied, the risk is reduced, 
and the remaining risk is defined as residual risk. If a countermeasure can reduce risk 
completely, the value of residual risk will be zero. New components can be easily 
added to the system, modelled as shown in Figure 2, and overall system risk 
recalculated. 

 
  
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 

Fig. 2.  Security Meter decision tree diagram [9]. 

The Security Meter algorithm uses a hierarchical tree as shown in Figure 2 to 
represent the residual risk calculation for each component of a Web application asset 
(i.e. root node not shown). Each path represents the joint occurrence of vulnerability, 
a threat and a level of use or non-use of countermeasures.  The residual risk for each 
path is calculated as the product of these probabilistic inputs and then summed over 
all branches to arrive at the total residual risk for each component. Further details on 
this algorithm can be found in [9].   

Table 1 provides a comparison of key aspects of the proposed tool with two 
existing tools: the Practical Threat Analysis (PTA) Tool [8] and the Microsoft Threat 
Analysis & Modelling Tool [7]. The tools differ in terms of the target users, risk 
algorithm, required inputs, types of reports/visualizations produced, threat modelling 
processes (steps) and navigation mechanisms. The Microsoft tool provides developers 
with libraries and templates for modelling security requirements and a wizard to guide 
the user. The PTA tool can download libraries of threats, vulnerability and assets, but 
does not provide links between them. One advantage of PTA for managers is   
measuring current, minimum and maximum risk in dollars. Ideally, a tool should 
incorporate multiple risk methods, good visualisations, pre-defined security 
knowledge and could be used by multiple groups of users. 

 

 

V1 

V2 

T1 

T2 
C

T1 

T2 

T3 

CM 

LCM 

LCM 

LCM 

LCM 

LCM 

CM 

CM 

CM 

Residual risk = (V1*T1*LCM) 

Residual risk = (V1*T2*LCM) 

Residual risk = (V2*T1*LCM) 

Residual risk = (V2*T2*LCM) 

Residual risk = (V2*T3*LCM) 

Output: total residual risk 

+ 
C1  = Component 
Vi   = Vulnerability 
Tij  = Threat 
LCM  = Lack of countermeasures 
CM  = Countermeasures 

CM 



Table 1. A Comparison of the Proposed Tool with Two Existing Tools 

 Microsoft Threat 
Analysis & Modelling 
Tool [7] 

Practical Threat 
Analysis (PTA) Tool [8] 

Proposed  
Vi-secanto Tool 

Intended 
Users 

Developers without web 
security expertise 

Managers & developers, 
with web security 
expertise 

Managers & 
developers, without 
web security 
expertise 

Navigation Tree view with 
visibility at all times 

Top menu, link menu on 
side of main page, and 
bottom of some pages 

Top menu, pop-up 
menu 

Input User roles 
(N.identities), data, 
dependencies & other 
assets(no $, no ranking), 
external, threats (risk 
rating  1-9), attacks, 
relevancies, use cases, 
calls, & linkages  

Assets ($), threats ($), 
vulnerabilities, 
countermeasures 
(cost($), mitigation (%),  
cost.effectiv (%)) & 
linkages 

Assets ($), threats, 
vulnerabilities, 
countermeasures as 
probabilities, & 
linkages  

Output Graphs of call, data & 
trust flow: threat trees,  
& attack surface 
 
Risk rating & response 
(accept, reduce, avoid, 
transfer) 
 
Reports on inputs. 
 
Separate instructions for 
designers, developers 
and operations team for 
implementing 
countermeasures. 

Max, min and current 
risk in $’s for each asset. 
 
Graphs of top current 
threats, risk history, 
analysis history.  
 
Reports countermeasures 
by cost, mitigation level, 
ROSI (Return on 
Security Investment) 
 
Mitigation steps for 
target risk reduction 
 
Reports on inputs  
 
Top threats by current 
risk level.  

Risk in $’s for each 
as an  interactive 
tree diagram (see 
Fig. 4.) 
 
Top threats by risk 
level 
 
Reports on inputs. 
 
Guidelines for order 
of countermeasure 
implementation.  

Risk 
algorithm  

Threats Risk = Bus. 
Impact* Probability 
Bus.Impact, 
Probability –
qualitative value 
(Low, Med,High) 

Threat’s Max.Risk = 
($Asset /100) 
*$Damage*NumOccurre
nce 
Min.Risk =Max_Risk-
(Max.Risk/100)* 
Mitigation 

Sahinoglu, M. 
Security Meter 
approach. See 
section 4. 

Security 
knowledge 
provided  

Modifiable templates: 
describe and relate 
attacks, threats, & 
countermeasures  

No templates.  Libraries 
as text files listing assets, 
vulnerabilities, threats, 
countermeasures, 
attacker types, & tags, 

Modifiable 
templates: describe 
& relate threats, 
vulnerability, & 
countermeasures  

Information 
stored 

User input, current state 
of project 

User input, history of 
countermeasure 
implementation 

User input, current 
state of project 



5 Architectural Layers of the Proposed Tool 

The proposed tool currently exists as an early prototype called Vi-secanto (VIsual 
–SECurity ANalisys TOol).  The architecture of the tool can be divided into three 
layers of classes as follows (see Figure 3): 

1. Graphical user interface layer (i.e. classes that produce input forms, output 
diagrams) 

2. Application layer  (i.e. classes that implement the application logic)  
3. Storage layer: (i.e. the database and classes to interface with the application 

layer)  
The program was written in Microsoft Visual C#, using Microsoft Visual Studio 

2005 .Net. For storage, the Vi-secanto tool utilises the Microsoft Access 2002 
database. The database contains ten tables: asset, asset type, component, LCM, 
settings, threat, threat category, threat sub category, vulnerability, and vulnerability 
type. 

 
 

 

Fig. 3. Architectural design of the Vi-secanto tool. 

The Vi-secanto tool contributes to supporting proactive security requirements 
analysis by providing a visual representation of each asset's threat tree (see Fig. 4).  
Threat trees can be saved to a database for later retrieval and modification. For 
example, the threat tree in Figure 4 shows a manager component1 has the highest 
level of risk (0.23) and an expected loss of $1841 is possible. These calculations show 
that this component requires more attention than component2. Component1 has two 
vulnerabilities. Vulnerability2 has a narrow but high probability range (low=0.8, 
high=0.9) making it likely to occur. Two threats, threat2 and threat3, can be realized 
by exploiting vulnerability2. This information tells a manager with a limited budget, 
which countermeasures should be provided first.  It is possible to examine different 
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scenarios as more information becomes available or to assess various alternatives.  
What-if scenarios can be explored to support decisions on which countermeasures to 
invest in first and second and so on. The output shows developers which components 
need more attention in terms of addressing vulnerabilities through design changes. 

 

 
Fig. 4. Vi-secanto output tree diagram for one asset (screen shot from abstract example) 

 
Because this information can be saved and retrieved, a user can easily add a new 

component, vulnerability, threat or LCM (lack of countermeasure). Each of these 
objects has properties, when the properties change, all graphics will be redrawn and 
numeric parameters will be recalculated. 

The main aim of Vi-secanto is two-fold. First, it provides developers, who are not 
security specialists, with usable security knowledge and guidance for using that 
knowledge to improve the security of Web applications. Second, it identifies relative 
risk to help managers allocate limited resources to addressing security needs. 
Templates of existing security knowledge are provided as a starting point for new 
projects.  

6   Summary & Contributions 

This research will contribute to the improvement of Web application security by 
providing a computer-based tool that will make it easier for Web application 
developers to build more secure software and for managers to assess the risk and 
potential loss of not reducing these vulnerabilities. Currently, the tool is in the form of 



an early prototype. The prototype will be tested and evaluated by a Web application 
development company with expertise in security problems specific to Web 
applications.  The feedback from this evaluation will be used to improve the design of 
the tool. 
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