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Abstract. Wireless networks have enjoyed explosive growth since their introduction in the 
late 1990s. However, of the various forms of wireless protocols available, only a few have 
become universally accepted. One reason for the ubiquity of one protocol over another is 
the perceived robustness of the security built into the protocol. As WiMax is poised to be 
unleashed worldwide within the next 12 months, already security concerns are beginning to 
appear. My proposed research will closely examine the encryption key management 
protocols of 802.16 used in mesh networks, and using simulation show that there are indeed 
some security flaws in the protocol. My research will then involve using simulation to 
model modifications to the existing protocols and show that my design may be used to 
increase the security effectiveness of the protocol and answer my research question: “What 
constitutes an effective but efficient solution to the security problems in 802.16 mesh 
networks? 
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1 Introduction 
 
Whilst many households in developed countries have access to the Internet, many rural areas 
and developing countries do not enjoy the same level of access. The pervasiveness of the 
Internet has now become an accepted and necessary part of our daily lives, and as the 
sophistication of web sites increases, the lure of high-speed Internet becomes more attractive. 
Broadband Internet has enjoyed fairly rapid growth over the past few years. As speed increases 
and costs drop, more people are switching to broadband. In June 2005, New Zealand ranked 22nd 
in the OECD countries with 6.4% of the population getting broadband [1].  
 
In a country like New Zealand where much of the population lives in rural areas and small 
towns, broadband may be unavailable due to the technical difficulties of supplying high speed 
lines that are distant from telephone exchanges. For those unable to get true broadband through 
their phone lines, the delivery of broadband through radio waves is a viable alternative. Many 
companies worldwide market their own proprietary versions of wireless broadband. However, 
consumers have shown themselves reluctant to engage these proprietary offerings from smaller 
companies. The time is right for a worldwide standard of broadband to hit the markets, and this 
is what WiMax is set to do. WiMax, or more properly IEEE 802.16 is in fact several protocols 
developed to deliver high-speed, last-mile wireless broadband. These protocols can be divided 
into two basic varieties, fixed and mobile.  
 
The focus of my research will be the mobile WiMax version of 802.16 used in mesh mode. This 
protocol allows users with mobile devices to communicate directly with each other, or use 
intermediate stations as hopping points to communicate with other stations outside the range of 
the initiating station. By using a WiMax network in mesh mode, subscriber stations can connect 
indirectly to base stations through using other subscriber stations as intermediaries. This 
topology has the ability to greatly increase the availability of the network to greater numbers of 
subscribers. 
 



 

However, with ease of use of wireless technology comes the difficulty of securing data 
transmissions over the airwaves. Indeed, much of the early reluctance to install WiFi wireless 
networks can be attributed to security concerns and the poor publicity that surrounded the initial 
versions of security protocols built into the IEEE’s 802.11 standards. A recent survey of New 
Zealand organizations found that 48% of those surveyed claimed the major reason for non-
consideration or non-deployment of wireless networks in their organisations was a perception of 
low levels of security [2]. For WiMax to avoid this reluctance shown to WiFi, and for WiMax to 
realise the benefits to individuals and organisations that many proponents are promising, the 
protocols must be shown to communicate data securely [3].  
  
Due to the broadcast nature of wireless communications, privacy is a major issue for any user of 
the technology, and whilst the WiMax consortium are working hard to ensure the implemented 
security protocols will be the best available, history has shown that security flaws will always 
exist to a greater or lesser extent. The initial design of WiMax was classified as a point to 
multipoint topology. However, two major revisions have been made to the standards which are 
incorporating a variety of other topologies. The main revisions are 802.16e which allows 
mobility of subscriber stations and seamless handoffs to other stations at up to 120kmh, and 
mesh mode which allows individual subscriber stations to communicate directly with each other 
without a central controller such as a base station. This mesh mode network can involve only 
WiMax subscriber stations or can incorporate a 802.11 WiFi network to allow communications 
from the WiFi network to a base station for Internet or other network access [4]. 

 
 
 

Figure 1: Mesh network [5]  
 

With data communications travelling through the airwaves, interception by unauthorised 
eavesdroppers must be assumed to occur. Whilst it is impossible to prevent these eavesdroppers 
from intercepting communications, encryption can prevent the data from being understood. 
Encryption relies on encryption keys being used to encrypt the data before being sent, and 
decrypting the data when received. The problem of securely distributing, updating and revoking 
encryption keys is a complex one, but an effective key management protocol ensures security of 
communications and all the benefits that go with data confidentiality. 
 
The aim of this paper is to outline a research approach suitable for identifying, modelling and 
evaluating the 802.16 mesh mode security key management protocols, and show that not only 
are attacks possible, but that an improved design is available through my research into this 
problem. Simulation is chosen as the research approach since it provides a cost-effective way to 
investigate the long-term behaviour of wireless networks under varying scenarios using varying 
patterns of communication.   
 
 



 

2 Previous Work 
 
The IEEE 802.11 standard has seen a lot of research into ad hoc topology (mesh mode), and 
with its considerably longer range 802.16 is expected to see considerably more. The IEEE 
therefore incorporated mesh mode specifications into their 802.16-2004 revision [6]. A wireless 
network operating in mesh mode has several problems to overcome specific to that type of 
topology. Firstly there is the ad hoc nature of the network where it may be temporarily created. 
Secondly, the dynamic nature of the network where communicating stations may join and leave 
the network several times during its lifetime mean that authentication and revocation of 
authentication is an on-going process, and thirdly the geographic spread of the network where 
communicating stations may have to rely on intermediary stations to reliably and securely pass 
on messages in hops until the intended recipient receives the message. Many of these difficulties 
must be overcome before the network can be said to be effective and secure.  
 
The 802.16 protocols are based on DOCSIS (Data Over Cable Service Interface Specification). 
This protocol was designed specifically to solve the problem of delivering last mile data over 
cable [7]. The IEEE 802.16 MAC (Medium Access Control) defines a PKMv2 (Privacy Key 
Management version 2) sublayer providing device/user authentication, key management and 
data traffic privacy [8].  
 

 
 

Figure 2: Security Model [9] 
 
However, the 802.16 MAC is connection-oriented, meaning a SA (Security association) is 
maintained between a SS (Subscriber Station) and a BS (Base station). The SS searches for 
MSH-NCFG messages to synchronise with a network and build a list of available BSs and 
neighbouring SSs. In figure 2, the various security associations between the MS (Mobile 
Station) are shown. The MS (subscriber station) has a X.509 certificate installed by the 
manufacturer which is used for authentication using public key infrastructure (PKI).  This initial 
authentication message forms the basis for the derivation of the other encryption keys used in 
data and management message exchange. 
 
 



 

 
 
 

Figure 3: Encryption Key Exchange [10] 
 
Figure 3 shows the communications between the two stations which rely on three security 
associations and four encryption keys. These keys are the Authentication Key (AK), the 
Transport Encryption Key (TEK), the Hashed Message Authentication Code (HMAC) and the 
Key Encryption Key (KEK). The nature of mesh networks means that neighbouring stations 
play an important role in assisting a new SS to join the network, and are relied on to pass 
authorisation messages between the new station and the BS until the station has officially joined 
the network. It is during these authorisation messages and key exchanges that most attacks can 
occur. 
 
There have been several identified attacks that a mesh network is vulnerable to. Among these 
are sinkhole, wormhole and authentication attacks. In a sinkhole attack, a rogue station spoofs 
routing information to trick communicating stations into sending information through the rogue. 
In a wormhole attack, two rogue stations tunnel information from communicating stations that 
are distant so that they believe they are in fact neighbours, and in a replay attack, authorisation 
requests from innocent stations are intercepted and replayed to the base station. As there is 
currently no replay protection built into the proposed standard, the base station will not realise 
that this is the same as a previous authorisation request and will accept the message as genuine, 
allowing the requesting station to join the network. Effective encryption key management can 
prevent all of these attacks.[5].  
 
During the initial protocol designs, many of the possible threats to mesh networks were 
identified. Among the most likely and those of greatest impact to a network were BS and SS 
masquerading and management message modification [9]. The following table shows the threat 
analysis of several of the possible attacks on mesh networks carried out by Barbeau in 2005. The 
scale runs from 1 to 9 where 1 is low and 9 is high.  
 

Table 1: Threat Analysis. [9] 
 

Threat Type Likelihood Impact Risk 

Jamming Availability 3 1 3 
Scrambling Availability 2 1 2 
Eavesdropping of management 
Messages 

Confidentiality 3 2 6 

Eavesdropping traffic Confidentiality 1 1 1 
BS or MS masquerading Confidentiality 3 3 9 
Management message modification Integrity  

Availability 
3 3 9 

Data traffic modification Integrity 3 1 3 
Denial of Service of BS or MS Availability 3 3 9 



 

As can be seen from this table, eavesdropping, masquerading and management message 
modification are amongst the highest risk of attack. These types of attacks can all be prevented 
by having a secure encryption key management system that: 1) Encrypts traffic securely so that 
only the intended recipient can decrypt the message 2) Only permits authorised stations to join 
the network       3) ensures integrity of traffic by showing whether data has been modified or not. 
Following the identification of possible attacks to the newly developed protocols, a host of 
security improvements were suggested including mutual authentication of the SS and BS, better 
scalability to allow mass marketing of WiMax, and secure handoffs to other stations [11]. 
However, whilst suggested, it is unlikely that WiMax will see all of these suggestions 
implemented in the final standards. Therefore, it is likely that when ratified, the 802.16 standard 
for mesh mode networks will remain with several already identified flaws and several that will 
come to light in the future. My proposed research will look at the identified security problems 
with the standard specific to mesh networks and will endeavour to correct at least one of those 
problems by using computer simulation to develop an improved encryption key management 
system. 
 
 
3 Research Method 
 
Simulation is a standard research technique for examining the long-term behaviour of complex, 
dynamic systems in both engineering disciplines and the social sciences. Information systems 
deals with the interactions between human actors and computing systems but due to the 
immaturity of the field in terms of theory development, simulation has been used less frequently 
relative to surveys, case studies and lab experiments (Vitolo & Coulson 2004). However, 
simulation is essentially a computerized lab experiment over a complex, and possibly dynamic 
system.  In figure 5, the steps comprising a simulation research approach are shown as described 
by Vitolo & Coulson (2004, p. 250-260).   
 

 
Figure 4: The 12 Steps of the Simulation Research Approach (Pegden, Shannon & Sadowski, 

1990, p. 12-13) cited by (Vitolo & Coulston, 2004) 
 
Steps 1 and 2 reflect the statement of the research goal and purpose and project planning with 
respect to resource needs. The goal of the research is to improve our understanding of 802.16 
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security in wireless mesh networks.  The purpose of the research is to discover how different 
protocol options influence the security and efficiency of transmitting confidential messages over 
mesh networks. In terms of resource planning, access to Opnet, a well-known network 
simulation tool has been provided for this study. Opnet will be used to develop, model and 
examine the properties of alternative security solutions.  The solution developed in this PhD 
study will be compared to other solutions proposed in the literature via simulation. A single 
simulation package will be used to ensure that the proposed solution is in fact a more effective 
design than the IEEE 802.16 and other proposed protocols, as simulations performed on 
different simulators can provide different results [12]. In terms of data sources, previous 
simulation studies are currently being examined to establish ranges of input and output variable 
values. The parameters of the simulation have yet to be finalised.  Fixed parameters may include 
the size of the area of the simulation, the number of subscriber stations and an appropriate 
routing protocol. Input variables will take account of the dynamics of the network. These will 
include the number of stations that join and leave the network, whether stations are mobile or 
stationary, and traffic volumes.  
 
Steps 3 and 4 involve constructing a hierarchical model of the network subscriber and base 
stations and their probable interactions in order to predict the behaviour of a proposed key 
management protocol solution and to make comparisons with other existing protocols. The 
solution is essentially the treatment that influences the outcome of the experiment in terms of the 
dependent variables of efficiency of a transmission and effectiveness with respect to the security 
of a transmission. Previous studies will be used to provide data on the ranges of measures used 
for each of the dependent variables produced under different assumptions with respect to 
authentication and encryption key management. A conceptual framework representing a solution 
in terms of input variables, output variables, parameters and interaction logic is then developed.  
 
Steps 5 and 6 involve developing an understanding of the dynamics of the system through an 
iterative process of generating initial conditions for the simulated mesh network and then driving 
varying inputs into the simulation (Vitolo & Coulston, 2004). During step 5, preliminary 
experimental design and explicit measures are established for all variables.  Functional and/or 
probabilistic relationships are established at this time. For example the fraction of time hackers 
are present could be used to parameterise the type of user in the model.  The model outputs at 
this point are expressed as a function of the input variables and parameters.   
 
In step 7, model translation is performed where the system is translated into the language of the 
simulation software, Opnet. This software uses a hierarchical structure to modelling. Each level 
of the hierarchy provides different aspects of the system to be simulated [13]. These levels are 
the network editor which allows amongst other variables, the physical size of the network, the 
number of stations (nodes) and the topology. Next is the node editor where data flow models are 
defined, and finally at the lowest level is the process editor where control flows can be adjusted. 
This gives thorough control to the researcher as to how detailed the adjustments to the model 
can be, thus ensuring a meticulous design of the system to be studied.  
 
In step 8, verification and validation of the design is performed. At this stage, previous systems 
including the IEEE 802.16 protocol are simulated to verify that the results are those expected. If 
not, a process of refinement occurs until an accurate simulation of the existing systems occurs. 
Only when this is satisfied can the experiment move on to the next step. 
 
In step 9, the final experimental design is refined to test the specific hypothesis. First, a 
simulation will be performed on the system to be compared with the newly developed system. In 
this case, this will be the IEEE 802.16 protocols key management system and any other 
solutions proposed by other researchers. The results of these simulations will be used as a 
benchmark for comparison with the subsequent experimental runs on the new system Once 
satisfied that the experimental design mimics reality, the range of manipulation of the input 
variables is determined. Here, the simulation may be run several times with adjustments made to 



 

the input variables. Analysis of the results is done by comparing the outputs of the experiments 
with the previously set benchmark simulations. Adjustments are then made to the inputs and the 
simulation is repeated with these adjustments in order to test the hypothesis that the newly 
developed key management system is more effective than those previously proposed. A cycle 
may then recur several times where adjustments are continually made to refine the experiment in 
order to thoroughly test the hypothesis. 
 
In steps 10 and 11, the experiment is run with the refined input variables and statistics are 
collected on the models’ behaviour based on the manipulated variables in order to determine an 
effective and efficient protocol that will provide the answer to the research question. Finally, in 
step 12 the direction and magnitude of the relationships between the independent and dependent 
variables is established and sensitivity analysis can be performed with respect to the 
parameterised aspects of the new protocol. Full documentation is then performed to ensure the 
accuracy of the experiment and provide the ability for the experiment to be repeated in the 
future. 
 
4 Summary and Potential Contributions 
 
At present, the research is in stage 3 of the framework shown in figure 4, where the system to be 
examined is being determined. The software to be used for the study is Opnet which has a 
WiMax module currently under development that will be available shortly. This module will 
allow WiMax network configurations to be simulated and experimented with in a controlled 
environment.  
 
Already, military use of wireless communications is widespread and considerable interest by the 
military has already been shown for mesh networking topologies. This includes both 
battleground communications and disaster relief efforts such as those of Hurricane Katrina in 
New Orleans in 2005 [14]. In this case, a WiFi network was quickly deployed allowing personal 
communications with email, and Internet connectivity for data communications. With WiMax 
providing much greater transmission distances than WiFi, there are considerable benefits in this 
area for being able to deploy a secure wireless network citywide within days or even hours. 
However, security of the data provides both a reliable and trusted communications tool, and this 
is where the proposed research will provide its greatest benefit. This research will enhance the 
ability to provide a secure and efficient encryption key management system for mobile mesh 
networks using IEEE 802.16, and as such will make contributions in the private, public and 
military arenas where the technology will be used. 
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