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Abstract. Auctions have many uses in computing. From allocating re-
sources in a grid environment to selling an old pair of shoes on eBay,
auctions have properties that benefit both buyers and sellers. A privacy
preserving auction provides protection for bidders in a competitive envi-
ronment where any information revealed can be used by other competing
bidders to their advantage. In an environment with no pre-existing trust,
like the Internet, an auction verification scheme can provide assurance
that parties are correctly executing the auction protocol. For example,
a bidder may want to verify that the auctioneer conducting the auc-
tion counted their bid, and that the auction outcome has been correctly
computed. This project investigates the use of verification in privacy
preserving auctions. We plan to add verification to an existing privacy
preserving auction scheme, as well as implementing a verifiable privacy
preserving auction scheme.
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1 Introduction

Suppose you were taking part in a sealed bid online auction for some goods. How
would you know the auctioneer has named the correct bidder as the winner, or
even counted your bid? If it is a second price auction (the winner pays the
second highest bid price), how would you know the auctioneer has not inflated
the second price for their own profit? One option is to always use a trusted party,
but in the world wide marketplace of the Internet, this is not always possible.
This lack of transparency, and pre-existing trust on the auctioneer, are common
problems identified with sealed bid auctions. This is especially true of Vickrey
or second price auctions that have the advantage that the dominant strategy
is for bidders to submit bids of their actual evaluations. It has been speculated
that the main reasons for not using a Vickrey auction in real world applications
is the ability of the seller to change the auction result, or reveal bidder’s private
information [1].

If bidders can verify that the auction was executed correctly, we can reduce
the need to trust the auctioneer. The key properties we want to verify are that
the auction protocol has executed correctly, and that the auctioneer has not
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tampered with bids or results. This prevents the auctioneer changing the auction
result, removing one of the problems with Vickrey auctions. The auctioneer
can also verify that the bidders have submitted valid bids. Verification results
can also be provided to a reputation service for future reference. Additionally,
privacy preserving auctions are used to prevent the revealing of bidder’s private
information. We plan to use these auctions to perform resource allocation in a
Grid architecture.

2 Background

A large amount of research has been done recently on privacy preserving auc-
tions, and the related field of electronic voting. Auction protocols can execute
various types of auction: first price (one good, winning bidder pays highest price);
Vickrey (one good, winning bidder pays second highest price); combinatorial
(many goods, winning bidder pays highest price); and, the generalised Vickrey
auction (GVA) (many goods, winning bidder pays highest price less a discount).
What we want is a privacy preserving verifiable GVA that hides the values of
bids, as these are true valuations, and allows bidders to check that the auction
protocol has been executed correctly. However, the existing schemes reviewed
below only go part way towards this ideal.

Brandt has presented a bidder resolved auction protocol [2] that is verifiable,
but does not support a GVA or combinatorial auction.

A verifiable privacy preserving auction scheme that supports Vickrey auc-
tions, but not a GVA, has been developed by Kikuchi [3]. It makes use of ver-
ifiable secret sharing to allow bidders to verify auctioneer’s calculations, and
auctioneers to verify the bidder’s encrypted bid values [3].

Naor, Pinkas, and Sumner have developed a privacy preserving auction scheme
that supports combinatorial auctions [4] using garbled circuits. An auction issuer
creates a garbled circuit that an auctioneer uses to conduct a privacy preserving
auction. Privacy is preserved as long as the two parties do not collude. This
auction scheme provides verification for bidders to verify that their bids were
counted and to verify the auction result, but no way to verify that the auction
issuer and auctioneer have not colluded. The garbled circuits that have to be sent
between the auction issuer and the auctioneer can be quite large; the authors
suggest possibly sending them on a CD or DVD.

Lipmaa, Asokan, and Niemi have developed a first price auction scheme that
partitions information between two parties so that one party working alone can-
not subvert the auction [1]. A series of range proofs verify the auction.

Yokoo and Suzuki have developed a privacy preserving combinatorial auc-
tion scheme [5] using homomorphic encryption and dynamic programming. Ho-
momorphic encryption is used to carry out calculations on encrypted values
thereby preserving privacy, and dynamic programming is used to find an opti-
mal solution and to allow distributed calculation of a result. This auction scheme
does not provide any verification.
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3 Goals

The privacy preserving auction scheme designed by Yokoo and Suzuki [5] has
many useful properties. It supports combinatorial auctions and has been ex-
tended to support a GVA. It keeps losing bid values secret, and is non-repudiable,
that is bidders cannot deny their bids. The primary goal of this project is to add
verification to this auction scheme while not breaking these security properties.

The main techniques we will be using for the verification are a zero knowledge
proof of knowledge of a discrete logarithm, plaintext proof of equality, and a
verifiable shuffle of encrypted values.

3.1 Zero Knowledge Proof of Knowledge of a Discrete Logarithm

Zero knowledge proofs are used to prove some statement, without revealing any
other information other than what is known before the proof was executed.
Using a

∑
protocol of commit, challenge, response, we can prove knowledge of

a discrete logarithm in zero knowledge.
For example, say we have y = gx such that y and g are publically known,

but x is known only to a prover. The prover can prove to a verifier that they
know x without revealing it by conducting the following protocol:

– Prover picks a random number z and calculates a = gz and sends a to the
verifier.

– Verifier picks a random number c and sends c to the prover.
– Prover calculates r = z + cx mod q and sends r to the verifier.
– Verifier checks that gr = ayc as gr = gz+cx = gzgcx = ayc.

This technique is the basis for proving that encrypted bids are well formed,
and that the auctioneer has correctly compared a set of values without revealing
individual values.

3.2 Plaintext Proof of Equality

Given two homomorphic encrypted values E1 and E2, we can prove they decrypt
to the same item due to the homomorphic property of the encryption. The prover
will divide one item by the other using modulo division and then decrypt and
publish the result. If the result is 1, then we know the plaintexts of the encrypted
values must be equal. This is used to prove the bids are well formed, and to prove
that randomisation carried out by an auctioneer is correct.

3.3 Verification of a Secret Shuffle of Encrypted Values

Furukawa and Sako have presented a method to verify a secret shuffle of en-
crypted values [6]. Given a set of encrypted values, we can apply a permutation
to these values, randomise them, and publish the result. We can then prove that
we have applied a permutation and not tampered with any of the underlying
plaintext values, without revealing the permutation used or any of the plaintext
values. This technique is used to prove that one of a set of bids is the maximum
bid, without revealing the bid value.
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4 Current Status and Future Work

Currently, we have designed and are implementing the verification process for
the homomorphic privacy preserving GVA scheme by Yokoo and Suzuki [5].
A second phase of the project will involve implementing the verifiable privacy
preserving auction scheme by Naor, Pinkas, and Sumner [4].

After these steps are completed, we will have two verifiable privacy preserving
GVA schemes to compare. These two schemes are ideal choices as one uses a
group of servers and threshold encryption [7] to provide security, while the second
protocol has two servers and relies on these two servers not colluding to provide
security.

We then plan to examine the security and computational and communica-
tion complexity of the two solutions from an abstract perspective, as well as a
practical perspective based upon the implementation of the schemes. We can
compare the time taken for the two auction schemes to complete based on pa-
rameters such as number of bidders, number of goods, or the number of available
prices. We can also compare how much data is transferred while conducting the
auctions. We also intend to perform a security analysis.

The two auction schemes are intended to be used to perform resource alloca-
tion in a grid system, and so will also be added to the Globus grid architecture.
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