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Abstract. At the present time, password is arguably the most common 
authentication method across the internet. In this paper we present some 
background information on digital identity and current issues with password 
authentication scheme. We provide a brief overview of our research, which 
involves a survey-based study on password management strategies. We also 
describe our ethical concerns regarding our study and how they affected our 
survey design. Finally, we discuss current progress as well as future directions 
of our research.  
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1   Introduction 

The concept of identity in the digital context is mostly related to the digital 
representation of entities, including both human and non-human, which consists of 
one or more attributes. Some of these attributes of digital representations only exist as 
a result of storing information in digital format and are only used for recording 
purposes, whereas some are used to distinguish different users of a system. This is 
done to satisfy the security objectives of the system. Most security requirements can 
be generalized into confidentiality (resources can only read by authorized parties), 
integrity (resources can only be modified by authorized parties), and availability (all 
authorized parties are always able to perform the operations for which they have the 
rights to) [1]. 

Two steps are involved before a user is granted access to a resource. The process 
of verifying the identity of an entity is known as authentication, whereas the process 
of granting privileges or access to a resource is known as authorization [1]. There are 
different types of attributes which are normally used to authenticate individuals. Most 
of them can be classified into these categories [2, 3]: 

1. Knowledge-based authentication (what the person knows) 
In knowledge-based authentication, the identity of a person is verified by 
demonstrating a piece of information which is expected to only be known by 
that person. For examples passwords and PINs (Personal Identification 
Number). 

2. Token-based authentication (what the person has) 



In token based authentication, the identity of a person is verified using 
physical evidence or token that he/she possesses, such as smart cards, RFID 
tags, and credit cards. 

3. Biometrics (what the person is) 
In this type of authentication, measurable physical traits of a person are used 
to verify his/her identity. Examples of this are fingerprints, face recognition 
and iris scanning. 

There are occasions in which combinations of these attributes are used in 
authentication process, such as bankcard and PIN. This is known as multi-factor 
authentication [3]. In the next section, we discuss current issues with password 
authentication, a widely used knowledge-based authentication scheme, which is also 
the main focus of our research. The rest of the paper is structured as follows Section 3 
presents a brief description of our research. Section 4 describes our survey-based 
study on passwords and online accounts, including our ethical concerns and 
considerations that brought a large impact on our survey design. Finally, section 5 
concludes the paper. 

2   Current Issues with Password Authentication  

The origin of password authentication could perhaps be traced back to the ancient 
secret societies, when secret phrases are used as one of the means of identification 
among their members [4]. At the present time, passwords are arguably the most 
common authentication method across the internet.  

The security of password authentication mechanism hinges on the secrecy of a 
single phrase. If an adversary obtains knowledge of a victim’s secret phrase, the 
adversary will be able to impersonate the victim and gain access to the resources 
which the victim is entitled to. Although cryptographic means and protocols offer a 
degree of protection during the transmission and storage of the secret phrase in the 
system end, the user end is often left unprotected by nothing but security policies and 
guidelines which are often neglected [5, 6].  

There are various kinds of attacks which can be attempted by an attacker in order 
to obtain a victim's password. Some of these attacks work by targeting password 
during transmission, such as eavesdropping, replay and man-in-the-middle attacks [7]. 
Other attacks, such as dictionary attacks are directed to stored passwords in the server 
end [8]. Some tools required to launch these attacks are readily available on the 
internet, although most of them require some level of technical knowledge. Examples 
include network sniffer (such as tcpdump [9] and wireshark [10]), rogue Wi-Fi access 
point (such as airsnarf [11]) and password cracking utilities (such as John the Ripper 
[12] and RainbowCrack [13]). Service providers usually attempt to prevent these 
attacks by encrypting the communication between users and server (using SSL, for 
example), encrypting and limiting access to stored passwords, and blocking accounts 
which have too many incorrect login attempts [7, 8]. 

Whereas these attacks are reasonably dangerous and have the potential to yield 
serious damage if successful, there is another type of attacks which is even more 
frightening. This type of attacks is known as social engineering, and is directed to 



users, the least protected part in the mechanism. Most social engineering attacks 
require minimum level of technical knowledge and yet have relatively large chance of 
success. Phishing is an example of social engineering attacks in which the attacker 
attempts to obtain user information such as passwords and credit card details by 
masquerading as a legitimate party, usually through e-mail communication [14, 15]. 
This is sometimes used in conjunction with URL obfuscation and graphical tricks to 
mislead unsuspecting victims to bogus websites, which often look very similar to their 
legitimate counterparts [16]. Pharming refers to a similar, yet more sophisticated type 
of attack, whereby the attacker manipulates victim’s local DNS address in order to 
redirect user to a fraudulent website [14, 15]. Based on a survey conducted in 2004, 
Gartner Research estimated 1.78 million Americans had given sensitive or financial 
information to phishers [17]. 

Malicious server attack is defined in [18, 19] as another type of social engineering 
attack, in which the attacker sets up a malicious server, and lures the victim to open an 
account in order to gather victim’s passwords. If the victim uses the same password 
for more valuable accounts, attacker will be able to impersonate the victim with ease 
and gain access those accounts. In addition, since users tend to base their passwords 
on permutations around the same word [5, 20], it would be logical to combine this 
attack with dictionary attack. The attacker could also attempt to gather as much 
information as possible from the victim by asking the victim to provide personal 
details during the registration process. As if these were not enough, the attacker could 
also disable victim’s access after a period of time, leading the victim to reveal other 
passwords upon login failures.  

It is clear that this attack benefits from reckless password reuse practices. Although 
as far as we are concerned there is no live data or statistics indicating damages caused 
by this attack, we believe that this attack is highly plausible, and would be very 
logical to attempt by someone motivated by financial gains. Ives et al [21] highlighted 
that careless password reuse also has the potential to add ‘domino effect’ to successful 
attacks of any kind. While human memory capacity is very unlikely to increase 
significantly over the next few years, the rising number of online services will force 
most users to reuse their passwords. 

Federated identity management attempts to address this problem by enabling 
different service providers within a federation to recognize user’s credentials. This 
eliminates the need to create a different password for each service provider, which 
lessens the number of passwords that have to be maintained by users. There are 
different approaches by which this can be achieved, but we will not discuss the details 
in this paper. Examples of federated identity management systems include, Windows 
Live ID (formerly Passport) [22] and Liberty architecture developed by The Liberty 
Alliance Project [23].  

There are currently varying opinions on federated identity management. On one 
side, federated identity management provides allows users to manage fewer 
passwords, promoting more secure practices and better awareness [14]. On the other 
side, this would mean that a successful attack to an account would almost ensure that 
other accounts within the same federation are also compromised.  Recent report has 
shown how vulnerability in MSN Passport allows attacker to steal credit card details 
by exploiting the single sign on mechanism [24]. Another consequence of federated 
identity management would be that users have less control over which credentials 



should be associated with which services and virtually no control over which services 
should be grouped together. Furthermore, although this approach should reduce the 
number of passwords that have to be maintained, users experience will not improve 
by much as the number of service providers increases significantly [25].  

3   Overview of Our Research 

We believe that before we could review the existing solution, or work towards an 
appropriate solution to the aforementioned password management problems, it would 
be essential to study how people actually manage their passwords. We agree with 
Gaw and Felten [20] who stated that many projects focus on developing solutions to 
solve poor password practices without studying the actual problems.  

As we have discussed, it is a known fact that most people reuse their passwords 
and that it would be unrealistic to expect users to create a completely unique password 
for each of their accounts. However, there is one intriguing question that in our 
opinion has not been thoroughly explored: how do people actually reuse their 
passwords?  The main focus of our research is to investigate the strategies by which 
users manage the associations between their accounts and passwords by conducting of 
a survey. 

There are many survey-based studies that have been done on the subject on 
passwords but most of them have specific objectives which are different from ours. A 
survey conducted by CentralNic, a London-based internet domain name registry, 
which involved 1200 people from 30 companies throughout the UK [26]. Their study 
revealed four different categories of users based on the inspirations from which they 
created their passwords; 48% were family oriented, 32% were based on famous 
characters, 11% were based on fantasy, while 10% used combinations of letters and 
numbers based on security considerations. Adams and Sasse [5] used web based 
questionnaire and in depth interview among employees of several organisations, and 
found that many users devised their own methods to increase password memorability 
by linking multiple passwords through some common elements (such as name1, 
name2, name3 and so on).  

Brown et al. [27]  conducted a survey among 218 university students. Their study 
indicated that their respondents had on average 4.45 (N=218, SD=1.63) unique 
passwords to be used with in average 8.18 (N=218, SD=2.81) different items.  A 
study by Riley [28] also reported similar findings; their respondents on average had 
3.1 (N=232, SD=2.028) passwords that were used with 8.5 accounts. Riley also 
reported that around 40% of the respondents varied the complexity of their password 
depending on the nature of accounts. Another recent study conducted by Gaw and 
Felten [20] suggested that there are different reasons why people decided to reuse 
their passwords for several websites, but use unique passwords for several others, 
such as ease of recall, importance of the information stored, security and so on.  

In our study, we aim to explore the relationship between accounts and passwords 
by looking at their similarities from users’ perspectives, investigate the mapping 
patterns of accounts and passwords by interviewing a number of users, and to finally 
create a framework of these mapping patterns based on the interview results.  



Before we could proceed with our survey procedures, our university regulation 
[29] requires us to obtain an approval from the University of Auckland Ethics 
Committee. During the application process, we realized that there are many ethical 
issues that need to be considered. In the next section, we discuss our views and ethical 
concerns and how they affected our survey design. 

4   Designing an Ethical Survey  

4.1   Ethical Issues, Concerns, and Considerations  
 

There is a belief in the society which considers science to be ethically neutral. This 
argument is likely to be based around Hume’s classical proposition that no ‘ought’ 
can be correctly inferred from ‘is’, implying that no moral proposition can be derived 
from non-moral propositions [30].  Many people believe that since ethics is primarily 
about moral judgment, it cannot be inferred from science, which is often perceived to 
only deal with facts. In contrary to this belief, Bronowski [31] stated,  “Those who 
think science is ethically neutral confuse the findings of science, which are, with the 
activity of science, which is not”. According to his view, science is affected by human 
views and interpretations, and thus cannot be considered ethically neutral.  

Despite these arguments, we realized that in any study that involves human 
participation, there are often trade offs and ethical considerations that have to be made 
concerning the amount of information that we could collect without violating the 
rights or endangering the safety and well being of the participants. It is still fresh in 
our memory how unethical experiment at National Women's Hospital in Auckland 
resulted in severe physical consequence to a number of participants involved [32]. We 
also realized that although our study imposes almost no risk of physical injury, it 
involves very sensitive information, which if exposed, could result in both privacy 
and financial loss to the participants. 

The University of Auckland Human Participants Ethics Committee Guidelines [29] 
defines 8 ethical principles which govern research involving human participants, 
which are: 

1. Informed and voluntary consent 
2. Respect for the privacy rights of participants 
3. Social and cultural sensitivity 
4. Acknowledgement of the Treaty of Waitangi 
5. Soundness of research methodology 
6. Transparency, and the avoidance of conflict of interest 
7. Minimization of harm 
8. Principles relating to human remains, tissue, and body fluids 
We consider points 3, 4, and 8 to be irrelevant, because our study involves neither 

socio-culturally sensitive materials nor human remains. Among the rest, there are two 
principles that we believe to have largely impacted our survey design. The second 
principle implies that we have to respect the privacy rights of research participants. As 
we have discussed, ideally, we would need to gather real passwords and accounts 
from participants. However, asking participants to disclose such materials would be 



impossible without compromising their privacy rights, and even if we somehow 
managed to collect such information, we would have to handle our data with extreme 
care, as exposure of these data would result in major loss of privacy. The seventh 
principle implies that we have to ensure the risk of the participants being harmed is 
minimized. In our study, the most likely cause of harm is financial damage caused by 
the leakage of participants’ passwords and accounts information. If we decided to 
collect real passwords and accounts from participants, we still could end up in a very 
difficult situation if participants’ accounts were compromised by other means 
completely unrelated to our study, even though we tried our best to minimize this risk. 

This is a complicated situation. We need to collect information about password and 
accounts from the participants in order to achieve our research goals, whereas after 
considering the ethical issues, it seems that asking participants to entrust their actual 
passwords and accounts to us would be prohibitive. The only way to do this would be 
to collect descriptions about participants’ passwords and accounts without asking 
them to disclose their actual passwords and accounts, but even this has to be done in 
such a manner to ensure the associations of their passwords and accounts could not be 
directly inferred from the descriptions they provide. Thus a trade off has to be made 
between the amount of information we could gather and the potential risks exposed to 
participants. 

   
4.2   Survey Design 
 

We decided to use a numbering scheme to allow participants to describe their 
passwords, accounts and associations between them without revealing their passwords 
and accounts. A potential weakness of this approach is that the procedure would be 
mentally exhausting, as participants would have to describe their passwords and 
accounts without writing them down. A possible way to overcome this would be to 
ask them to write down this information separately as an aid, and to ask them to 
destroy this information at the end. 

Our survey design comprises of a one-to-one interview, consisting of two main 
parts. In the first part, the participants are asked a few general questions about their 
computing experience and how they record their passwords and online accounts. The 
second part consists of a guided exercise, which is divided into five steps: 

1. Participants are asked to write all their passwords in a piece of paper. 
2. Participants are asked to complete a table by assigning numbers and codes to 

their passwords based on the way they group their passwords. 
3. Participants are instructed to complete a table to describe their passwords, 

without writing down their actual passwords, by using the numbering scheme 
from the previous step as an aid. 

4. Participants are told to write their online accounts in a table and assign 
numbers and codes to them, based on the way they group their accounts. 

5. Finally, participants are asked to complete a table to describe their online 
accounts and the associations between their online accounts and passwords, 
by using the numbering scheme assigned in previous steps. 

After the procedures are completed, participants are instructed to separate the 
sheets containing their actual passwords and accounts from step 1, 2, and 4, and 
destroy them using a commercial grade strip-cut paper shredder. 



5   Conclusion and Future Work 

We have described the motivation and focus of our research, which intends to 
investigate password management strategies employed by users. Our analysis 
suggests that although various improvements have been proposed, we believe that 
most users would still have to rely on their own password management strategies, at 
least in the foreseeable future. Thus, it becomes necessary to study the actual 
problems with these strategies before making further improvements or working 
towards an appropriate solution. We also discussed some of our ethical concerns 
regarding our survey-based study, which involves sensitive information and how 
these concerns affect our survey design from a layperson’s perspective. We believe 
that this could be of help to researchers who are considering to conduct studies 
involving human participants in the future. 

This project was undertaken as a requirement for the degree of Master of Science 
at the University of Auckland. At present, we have collected data from 26 respondents 
from different faculties across our university in our pilot study. In the future, we hope 
to improve our survey design based on the results of our pilot run and possibly extend 
our target population to include participants from a wider range of background and 
professions in both New Zealand and overseas.  
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