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Abstract. The combination of 3G and WLAN wireless technologies offers the 
possibility of achieving anywhere, anytime, always best connected services, 
bringing benefits to both end-users and service providers. The motivation for 
these heterogeneous networks arises from the fact that no single technology 
can provide ubiquitous coverage and high throughput across all geographical 
areas. Also, the mobility requirements of mobile users changes with various 
scenarios. Such users typically want to connect to the public or private net-
works most convenient to them at the time of connection. However, every 
switching between interfaces may result in the loss of data packets resulting in 
network congestion with additional load on the network traffic. 
We present a versatile mobility solution, which accommodates different inter-
faces with different levels of security and authentication, and could be de-
ployed as and when required. We have also proposed and analysed an auto-
mated algorithm for optimised handoff to integrate different heterogeneous 
wireless networks. Introduction of link quality, hysteresis effect and dwell 
timers into the interface selection algorithm optimises the handoff initiation 
time as well as selection of the most optimal network. We present performance 
analysis to validate our architectural approach. 
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1. Introduction 

Wireless local-area networks (WLANs) based on the IEEE 802.11 standards [1], 
also known as WiFi, support reasonable high data rates (from 1 Mbps to 54 Mbps) but 
are limited to small geographical areas, although this makes them ideal for public hot-
spot usage. 3G networks [2], offers comparatively expensive and slow speed (64 
Kbps to nearly 2 Mbps) communication but over a significant geographical area.  

Given the complementary characteristics of both these technologies, it is compel-
ling to combine them to achieve always best-connected services i.e. essentially con-
tinuous communication via the interface that offers the best price/performance charac-
teristics. It will allow 3G service providers to economically offload data traffic from 
WAN spectrum to WLAN in indoor locations, hotspots and other areas with high 
density of users. For WLAN service providers, this integration will bring them a lar-



ger customer base from partner 3G networks, without having to win them through 
per-customer service contracts. Also, the customers will benefit from enhanced per-
formance in the form of greater coverage, higher data rate, and lower overall cost of 
such a combined service.  

We present a versatile mobility solution, which accommodates different interfaces 
with different levels of security and authentication, which could be deployed as and 
when required. We have also proposed and analysed an automated algorithm for op-
timised handoff between heterogeneous interfaces to integrate different wireless net-
works. 

2. Handoff Issues in Heterogeneous Networks  

The Internet Engineering Task Force (IETF) has defined Mobile IP (MIP) protocol 
[3] to enable IP-layer handoffs during ongoing Internet sessions. Specifically, this is a 
routing protocol, which has a very specialised purpose, to allow IP packets to be 
routed to mobile nodes (MN), which could potentially change their location very rap-
idly. MIP is an integral part of the 3G specification, and therefore the prospect for 
WLAN integration becomes feasible. 

Introducing MIP allows MN to handoff1 from one access interface to another, thus 
developing a link between the two technologies, referred as Loosely Coupled ap-
proach [4]. However, the architectural issues related to methodology, message ex-
changes, control signals, and software/hardware elements involved in rerouting the 
connection becomes more challenging especially if the MN is moving between differ-
ent interfaces, homogenous and heterogeneous architectures, and/or performing Hori-
zontal and Vertical Handoff [5]. 

Several other issues must be resolved when a user roams from a WLAN network to 
a 3G network. Firstly, there must be a secure mechanism through which the new pro-
vider can authenticate the user. Secondly, when switching occurs, a user may have 
several ongoing network sessions which should be transparently maintained. Thirdly, 
the new provider should be able to honour the service level, such as QoS, which the 
previous provider has guaranteed; and lastly, the accounting and billing infrastruc-
tures of both the providers must be interfaced to enable periodic revenue sharing and 
settlement to generate a common bill. 

3.  How to Handoff: Heterogeneous Network  

We have implemented a system to investigate the performance of handoff between 
802.11 WLAN (Home and Foreign Network) and CDMA20002 interfaces, paying 

                                                            
1 Handoff is the mechanism by which an ongoing communication between the mobile node (MN) and a 

correspondent node (CN) is transferred from one point of access in the network to another 
2 CDMA2000 is a family of 3G mobile telecommunications standards. Although  our experiments were 

based on CDMA2000 1x, it could be applied to any 3G access technology.  



particular attention to factors such as handoff delay and overall throughput, which in-
fluence both the end user and service providers. 

3.1 Handoff Delays and Optimisation 

We have optimised the handoff scripts (shell commands running over mobility 
daemons), which considerably decreases the handoff latencies thus reducing the num-
ber of dropped packets. Table 1 shows the resulting improvement in performance.  

 
Timing Scales (sec) 

of MN while roaming 
through Foreign network 
back to Home network 

Original 
Delays 

Avg. 
Packets 
Dropped 

(Ping 
packets from 

Goggle) 

Delays 
after using 

scripts 

Avg. Pack-
ets Dropped 

(Ping 
packets from 

Goggle) 

Registration Time 
(Register to Foreign 

Agent) 

27.6688 
30.3701 
40.2544 

6 0.5364 
0.7899 
1.4422 

2 

Deregistration Time 
(Deregisters with 

Home Agent after Return-
ing home) 

63.2830 
63.4149 
69.7647 

1 2.0650 
6.9018 
9.2924 

0 

Table 1: Handoff latencies and dropped packets while the MN roams between WLAN and 
CDMA Network.   

4.   When to Handoff: Heterogeneous Network 

In-spite-of any handoff procedure to be as seamless as possible, however, with 
every handoff, users may lose data packets and unnecessary congestion control meas-
ures may come into play [6]. Thus, for any heterogeneous handoff, an efficient Deci-
sion Time algorithm will try to use the services of the WLAN as long as possible and 
perform any handoff to the CDMA network as the last alternative (transmitting at 11 
Mbps for 1s is preferable to transmitting at 144 Kbps for 76 s) [7].  

4.1 Decision Time Algorithms 

The performance and metrics used by different decision time algorithms have been 
investigated in order to make the correct decision to handoff [8]. The algorithms can 
be evaluated in terms to (1) discovering the optimal network for the mobile node and 
(2) the optimal time to make a handoff. The performance of handoff algorithms is de-
termined by their positive effects in reducing handoff rates (number of handoffs per 
unit of time), and minimising the number of unnecessary handoffs. Other criteria in-
clude maximising throughput, minimising latencies and algorithmic calculations. 
 



4.2 When to handoff process - Handoff Initiation 

Handoff initiation is the process of monitoring the current network connection, 
recognising the need for handoff and subsequently initiating it. The criteria used re-
flects the condition of the current network connection such as signal strength, cover-
age area, threshold, priority, hysteresis, dwell time and perceived QoS.  

At any given time, the mobile node selects one of its physical interfaces as its cur-
rent interface and registers with the mobility agent on that interface. To avoid data 
loss, it maintains association with the current interface while probing for an alternate 
better interface (Figure 1).  

 
Figure 1: Interface Selection Flowchart 

Any handoff decision is based on the selection of optimal available network (sec-
tion 4.3) and the selection of optimum time to handoff (section 4.4) criteria.  

4.3 Optimal Network Selection 

The network selection [9] stage is used to select a network connection that can sat-
isfy the requirements of the network provider and the user, such as low cost, good 
signal strength, optimal bandwidth, low network latency and high reliability. 

 
Considering different network parameters, we have assigned different priorities to 

each interface. For the local intranet, WLAN has the highest priority, while the For-
eign WLAN/Hotspot is assigned the next priority. CDMA2000 network has been as-
signed the lowest priority due to reduced throughput and higher cost. This scheme al-
lows users to express policies on what is the best wireless system at any moment and 
makes tradeoffs among network characteristics and dynamics such as cost, perform-
ance and power consumption.  



4.4      Optimum Time Selection 

In addition to available signal strength, we have introduced some parameters for 
optimal time selection to handoff. 

4.4.1     Handoff Latency 
Handoff latency is defined as the period when the MN cannot receive application 

traffic during handoffs. Thus, using the link that has the lowest RTT (round trip time) 
is preferable in order to minimise the handoff latency. WLANs—even for unfavour-
able radio conditions—provide a higher throughput than CDMA. It is also beneficial 
to send the registration request for global mobility from the WLAN interface. 

4.4.2 Threshold 
Assuming CDMA2000 provides ubiquitous range of approximately the same sig-

nal strength everywhere, we calculated threshold values for WLAN (WiFi) to main-
tain acceptable working connection values. Considering the figures from the mini-
mum required signal strength for WLAN connections to operate practically is 40% of 
the highest transmission power. Thus for -38dBm signal strength up to -94 dBm is an 
acceptable value [10]. 

4.4.3 Hysteresis Effect 
Our goal was to introduce a hysteresis effect and let the MN stay with the current 

interface as long as possible, so as to prevent unnecessary oscillation. A hysteresis 
margin [11] of 10dBm is introduced, which is added to the signal strength of the cur-
rent interface been used. Thus for any handoff, it is required that the new interface 
signal strength must not only be greater than the acceptable threshold values, but also 
the hysteresis margin. This procedure counteracts any spurious rise in the signal 
strengths, which generally is caused by the unreliability in the wireless network.      

4.4.4 Dwell Timers 
Whenever all the conditions for performing any handoff become true, generally a 

handoff should be performed. We start a timer at that instant and if the conditions for 
handoff are still true when the timer expires, the handoff is performed. For probing 
signal strengths, the optimal dwell timer was empirically calculated to 500ms, if AP 
beacon signals are transmitted periodically for 100ms, as in our case. 

4.5 Proposed Algorithm 

We have employed an interface-selection algorithm that uses the current signal 
strengths, threshold levels and the priority of respective interfaces to select the active 
interface. The priority is a numerical representation of factors such as network band-
width, cost, overall throughput, network latency and reliability. Variables considered 
in the algorithm are normalized signal strength, priority, low threshold and high 
threshold. We denote these as  si, Li, Hi, Є [0,100], and pi  Є {1,2,3} [5]. The mobile 



node periodically computes the weight wi for each interface i, and switches to the in-
terface that has the highest weight.  
 
Formulae: 
If i is the current interface, 
 
wi = 1000 * pi + 2si + H      if si >=  Li  
           2si + H          if si  <   Li      
 
If i is not the current interface, 
wi = 1000 * pi  + si – H       if si  >=  Hi  
                 si – H       if si  <   Hi      
 
where the normalization used is 
Normalized(x)=(x–L)/(H–L)*100, for range [0,100]. 

4.6 Implementation  

We have implemented the proposed algorithm (Figure 2), which continually ob-
serves all the handoff parameters, and provides the facility for a user to execute his 
own commands thus allowing manual overridden handoffs. If any of the parameters 
falls below an acceptable range, handoff is performed.  

Our optimised algorithm considerably decreases the handoff latencies with a re-
duced number of handoffs, thus reducing the number of dropped packets. Figure 3 
shows the resulting improvement in performance. 

 

 
Figure 2: GUI showing different available interfaces and presently activated interface  

 



 
Figure 3: Performance analysis of proposed system compared to previous implementations  

5.  Versatile Mobility Solution 

To integrate different proposed modules described in previous sections, we have 
introduced the concept of WLAN Gateway to provide mobility services to MN and 
Intelligent MN Client to cleverly make use of offered services.  

5.1    Deployment of WLAN Gateway 

We have deployed a WLAN gateway, which integrates different sub-systems, such 
as MIP-HA, MIP-FA, Local AAA Server, RADIUS AAA proxy, IPSec services, and 
provides following functionalities:  
• Simultaneous support for Mobile IP and Simple IP operation. 
• MIP FA/HA complaint with IETF standards 
• AAA Radius Client and Server support 
• Authentication MIP Authentication by FA and Proxy for 802.1x EAP 
• Authorisation enforce policy obtained from HAAA Server on Local Network 
• Mobile VPN Capacity: IPSec capacity 
• Dynamic packet Filtering/ Firewall 

5.2 Intelligent Mobile Node Client 

 

To support mobility services across WLAN and WWAN network requires intelli-
gent client software that can perform MIP signalling with HA and IPSec. Such client 
requires intelligent selection of the best interface available while probing for the other 
better interface, exchange messages to authenticate and enable required security fea-
tures. Decision based Algorithm for selection of the most optimal network for a par-
ticular interval and optimal time to handoff are also incorporated into the MN. 

The development of MN Client includes: 
• Seamless Intra- and Inter- Technology handoff using Mobile IP 
• Management of Multiple physical interfaces (802.11, 3G/PPP, Ethernet) 
• Sophisticated movement detection 
• Automated network selection algorithm based on priority, signal strength and pre-

ferred network list 



• Mobile VPN capacity: IPSec over Mobile IP 

6. Conclusion 

In this paper, we have presented an overview of the issues related to handoff with 
particular emphasis on heterogeneous networks and presented a concept of  a versatile 
mobility solution incorporating different interfaces. The process is categorised into 
How to handoff and When to handoff, considering handoff in optimised timeline to-
wards most preferred network. The system is designed to be automated or it can be 
overridden manually with user’s preferred preferences. We have described, imple-
mented and analysed various integrated service scenarios that formed the basis of our 
work. 

Handoff issues can be classified as two independent parts: selecting the most opti-
mal network presently available, i.e. network selection, and the correct time to initiate 
a handoff, i.e. handoff initiation. We have proposed an automated algorithm for opti-
mised handoff between local WLAN, foreign WLAN (hotspot) and WWAN inter-
faces. The interface selection algorithm is based on the parameters such as current 
signal strength, interface priority and throughput. Introduction of link quality, hystere-
sis effect and dwell timers are used for optimised performance. The presented per-
formance analysis validates our architectural approach. 
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